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ABSTRACT 

Information credibility on Twitter has been a topic of interest among researchers in the fields 

of both computer and social sciences, primarily because of the recent growth of this platform as a 

tool for information dissemination. Twitter has made it increasingly possible to offer near-real-time 

transfer of information in a very cost-effective manner. It is now being used as a source of news 

among a wide array of users around the globe. 

 The beauty of this platform is that it delivers timely content in a tailored manner that makes 

it possible for users to obtain news regarding their topics of interest. Consequently, the development 

of techniques that can verify information obtained from Twitter has become a challenging and 

necessary task. In this paper, we propose a new credibility analysis system for assessing information 

credibility on Twitter to prevent the proliferation of fake or malicious information.  

The proposed system consists of four integrated components: a reputation-based component, 

a credibility classifier engine, a user experience component, and a feature-ranking algorithm. The 

components operate together in an algorithmic form to analyze and assess the credibility of Twitter 

tweets and users. We tested the performance of our system on two different datasets from 489,330 

unique Twitter accounts. We applied 10-fold cross-validation over four machine learning algorithms. 

The results reveal that a significant balance between recall and precision was achieved for the tested 

dataset. 

 

1 INTRODUCTION 

 

Generally, data mining (sometimes called data or knowledge discovery) is the process of 

analyzing data from different perspectives and summarizing it into useful information - information 

that can be used to increase revenue, cuts costs, or both. Data mining software is one of a number of 

analytical tools for analyzing data. It allows users to analyze data from many different dimensions or 

angles, categorize it, and summarize the relationships identified. Technically, data mining is the 

process of finding correlations or patterns among dozens of fields in large relational databases. 

2 LITERATURE SURVEY 

A new model for classifying social media users according to their behaviors: 

User generated content in online social media is growing rapidly, which makes it hard to be 

validated and verified. Face book and Twitter are the most popular social media that are being used 

as a means of social communication and sharing thoughts, knowledge and even news. Information 

in these social networks can be generated by anyone from anywhere in anytime. Classifying such 

huge information using traditional data mining classification algorithms is time consuming task 

which needs huge processing and memory space. 

 
3 IMPLEMENTATION STUDY 

EXISTING SYSTEM: 

Currently, researchers have employed various methodologies in studies on information credibility . 

Some of them consider the problem to be one of classification that should be solved in an 

automated fashion using machine learning or graph-based algorithms. Others view it as a cognitive 

problem requiring human-centric verification. 
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 Disadvantages: 

 
OSNs by their very nature evolve dynamically over time and become very large in size, with 

various structures that make it difficult to obtain the information needed to discern the credibility of 

users. 

 

 PROPOSED SYSTEM 

We propose a novel credibility assessment system that maintains complete entity-awareness (tweet, 

user) in reaching a precise information credibility judgment. This model comprises four integrated 

components, namely, a reputation-based model, a feature ranking algorithm, a credibility 

assessment classifiers engine, and a user expertise mod-el. All of these components operate in an 

algorithmic form to analyze and assess the credibility of the tweets on Twitter.  
Advantages: 

Our results show that the system that employed a reputation-based filter approach provide a 

significant and accurate credibility assessment. 

              
 Fig:3.1 System Architecture  

4.IMPLEMENTATION 

MODULES: 
1. Admin Module: 

Calculate credibility of content 

Calculate user reputation 

Calculate user expertise 

Find Credibility measuring score 

Graphical Representation 

2. User Module: 

OSN System Construction Module 

Admin Module: 

In this module, the Admin has to login by using valid user name and password. After login 

successful he can do some operations such as  view all user and their details and authorize them.  

Calculate credibility of content: 

This module is part of admin module who will calculate each user credibility by selecting 

post and user name. In these calculation users credibility is measured through tweet size and @ 

mentions in the post. This analyzed data is sent to calculate user reputation.  

Calculate user reputation: 

In this user reputation calculation method total number of friends , and total number of tweets 

are calculated for that respective user on that specific topic. If user has more friends and more tweets 

his reputation is more. 
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Calculate user expertise: 

Expertise of each user is calculated by finding users history of messages he posted on 

respective topic. If user has more messages on his history than he was activity participating in 

discussion. 

Find Credibility measuring score: 

Based on these 3 factors calculation credibility score is given to each user for that topic. If 

score is high user has high credibility. 
 

5. RESULTS AND DISCUSSION 
 

SCREEN SHOTS 

5.3.1 HOME PAGE: 

 
Fig: 5.1 Home Page 

 

5.3.2 USER REGISTRATION: 

 
 

Fig:5.2 User Registration 
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5.3.3 USER LOGIN: 

 
 

Fig:5.3 User login 
 

5.3.4 USER HOME: 

 
 

Fig:5.4 User home 
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5.3.5 PROFILE: 

 
Fig:5.5 Profile 

 

5.3.6 SEARCH FRIENDS: 

 
Fig:5.6 Search friends 
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5.3.7 FRIENDS REQUEST: 

 
 

Fig:5.7 Friends request 

 

5.3.8 CREATE TWEET: 

 
 

Fig:5.8 Create tweet 

5.3.9 VIEW TWEET: 

 
Fig:5.9 View tweet 
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5.3.10 VIEW FRIENDS TWEET: 

 
Fig:5.10 View friends tweet 

 

5.3.11 ADMIN LOGIN: 

 
Fig:5.11 Admin login 

5.3.12 ADMIN HOME: 

 
Fig:5.12 Admin home 
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5.3.13 VIEW USERS & ACTIVATE: 

 
Fig:5.13 View users & activate 

 

5.3.14 FINDING CREDIBILITY USER: 

 
Fig:5.14 Finding credibility user 
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5.3.15 REPETITION: 

 
Fig:5.15 Repetition 

5.3.16 EXPERTISE: 

 
Fig:5.16 Expertise 

5.3.17 VIEW CREDIBILITY USER: 

 
 

Fig:5.17 View credibility user 
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5.3.18 GRAPH: 

 
 

Fig:5.18 Graph 

 
 6. CONCLUSION AND FUTURE WORK 

 CONCLUSION 
This paper presents the results of a study of the problem of assessing information credibility 

on Twit-ter. The issue of information credibility has come un-der scrutiny, especially in social 

networks that are now being used actively as first sources of information. Twitter and other social 

networks have be-come widely used in disaster mitigation in cases of high-impact events because 

they make it possible for relevant parties to obtain important information sufficiently quickly to 

coordinate countermeasures to such events. 

To obtain a better understanding of how to assess information credibility on Twitter, we 

measured and characterized the content and sources of Twitter tweets. By crawling Twitter, we 

collected data from more than 1,416,443 tweets by 489,330 unique users. In addition, we examined 

data for 2,843 Twitter users with more than 7,870,549 tweets. Based on the data, we extracted the 

features that can be of most help in the assessment process. Based on our feature ex-traction process, 

we designed an automated classification system that consists of four main components: a reputation-

based component, a credibility classifier engine, a user experience component, and a feature rank 

algorithm.  
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